Como acessar a Deep Web?

Para acessar a Deep Webde onion) primeiramente precisamos fazer download do
Tor Browser, com ele conseguimos ter acessa a essa rede, embora usando outros
browsers também sejpossivel, mas por questfes de seguraseaisa aor Browser.
Para isso vamos no site oficia sloftware, jamais faca downloal# outros sites, com

0 Baixaki por exemplo.

Site oficialhttps://www.torproject.org/download/download.htnt.en
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What features do you want on Aurora?
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Todas Aplicativos Videos Moticias Imagens Mais Ferramentas de pesquisa

Aproximadamente 3.070.000 resultados (0,27 segundos)

Download Tor Browser
hitps://www.torproject.org/download/download.ntml... » Traduzir esta pagina
Want Tor to really work? ou need to change some of your habits, as some things
won't work exactly as you are used to. Please read the full list of wamings for __.

Tor Browser download - Baixaki
www_baixaki.com.bridownload/tor-browser.htm

Yok dodk Avaliacio: 4,5 - 109 votos

Tor Browser download. Pacote de ferramentas para quem deseja seguranca e
anonimato na internet.

Tor Browser download - Comentarios - Guias e Dicas - Tira-Davidas

Geralmene vai ser a primeira opc¢éam lista de busca.


https://www.torproject.org/download/download.html.en

& Download Tor x|+

 C 9 % n https://www.torproject.org/download/download.html.en

T § Home About Tor Documentation

HOME » DOWHNLOAD

T

Want Tor to really work?
& “ou need to change some of your habits, as some things won't work exactly as you are used to. Please read the full list of
warnings for details.

» Microsoft Windows

> . Apple OS X
‘L GNU/Linux, BSD, and Unix

E] Tor for Smartphones
b [_] Source Code

Expand All
Estou considerando que a pessoa que estiver lendo esse manual é um usuario de
Windows, se vocé é usuario deux com certeza ja em conhecimento para usar o Tor
Browser em seu sistenaperacional.

Clique no “ Mi carguasva éxpandienagaceees & opcéo de
Download, vocé pode selecionar o idioma, por padréo eu deixei o inglés.

& Download Tor x| +
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Want Tor to really work?

& You need to change some of your habits, as some things won't work exacily as you are used to. Please read the full list of
warnings for details.

w & Microsoft Windows

DOWNLOAD Tor Browser
* Tor Browser Version 5.0.6 - Windows 10, 8, 7, Vista, and XP

Everything you need to safely browse the Internet. Learn more »
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Download Unstable



Home About Tar Documentation
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0% of ..owser-install-5.0.6_en-US.exe from dis.. —

HOME = DOWNLOAD

Want Tor to really work?

& ‘You need to change some of your Do you want to run or save this file?
wamings for details.

@ Mame: torbrowser-install-5.0.6_en-US exe
Type: Application, 42,1 MB
From: dist.torproject.org

DOWNLOAD Rn || | |

* Tor Browser

w 4 Microsoft Windows

patertially ham your computer. f you do not trust the source. do not

(sig) what's This? English |@ While fileg from the Intemet can be useful, this file type can
- un or save this software. What s the risk?

Download Unstable

Vocé pode selecionar Run(Executar) ou selecionar Save(Salvar), eu escolhi a opgéo
Savee salvei 0 arquivo baixado no meu Desktop.

@ * 4 [ Desktop v Search Desktop
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4 Downloads o

File name: | torbrowser-install-3.0.6_en-USs

Save as type: |Application

“ Hide Folders Cancel

Depois disso, o download vai ser iniciado, basta aguardar alguns minutos dependendo
da sua conexao.



.er-install-5.0.6_en-US.exe from dist.torproject.org

Estimated time left: 2 min 10 sec (2,37 MB of 42,1 MB copied)
Download to: C:hUser.. torbrowserdnstall-5.0.6_en-US exe
Transfer rate: 312 KB/Sec

[ ] Close this dialog box when download completes

Quando terminar, vocé vai ter o software baixado no seu computador, basta dar um
duplo clique nele, selémnar o idioma e selecionar o local onde a pasta vai ser extraida.
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Please select a language.
b 5

English

Choose Install Location
Choose the folder in which to install Tar Browser, :75

Setup will install Tor Browser in the following folder. To install in a different folder, dick
Browse and select another folder, Clidk Install to start the installation.

Destination Folder

JesktopTor Browser Browse. ..

Space required: 122.0MB
Space available: 167.9GE

Install Cancel

Apos isso, é sb aguardar o arquivo ser extraido.



Installing

Please wait while Tor Browser is being installed.

Show details

Quando o arquivo foextraido por completo, ele vai perguntar se ja quer executar o
Tor Browser. O seu novo navegador vairfdentro da pasta que foi extraida no seu
Desktop.

Completing the Tor Browser Setup
Wizard

Tor Browser has been installed on your computer.,

Click Finish to dlose this wizard,

Run Tor Browser

Add Start Menu & Desktop shortouts
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Tor Browser

Pasta “Tor Browser”, é a pasta que foi extr
arqui vo chamado ,pa@iniaiar bstaTar um ddploachgse eele’

View
Wser
Mame

Browser

(@) Start Tor Browser

Quando for executar o Tor Breer pela primeira vez, a tela abaixo vai aparecer, nao
precisa alterar nenhuma configuracéadao, preci



Before you connectto the Tor network, you need to
provide information about this computer's Internet
connection.

BROWSER

Which of the following best descnbes your situation?

l'would like to connect directly to the Tor network.
This will work in most situations.

Connect

This computer's Internet connection is censored or proxied.
I need to configure bridge or local proxy settings.

Configure

Talvez demore um pouco nessa conexao inicial, isso € normal, vai depender muito da
velocidade de sua conexéo.

Connecting to the Tor network
oy 4

@ Loading network status

-

. you ne
I's Inte

Please wait while we establish a connection to the Tor network.

Cancel

Pronto, \océ esta conectado na Deep Web, ndo é esse inferno na terra como muitos
dizem né?
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S a - @ Search or enter address v & || Q Search

Tc
Privacy and anonymity matter to all of us.

— Cory Doctorow
NOVELIST, TECENOLOGY ACTIVIST, CO-EDITOR OF BOING BOING

Please support Tor!

T e . Ty A N, S Ve i e~

Congratulations!

This browser is configured to use Tor.

Search securely with Disconnect.me.

Se vocé quiser, pode confirmar se realmente esta conectado na Deep Web, ou seja, se
quiser confirmar se sua conexao esta alterando o seu IP de origem e se esta passando

por um dos nés da rede Onion.
Basta clicar em “Test Tor Network Settings

-

T @ || Q Search

| R € a https://checktorproject.org/Tlang=en_US

ailable in the following langy

Congratulations. This browser is configured to
use Tor.

Your IP address appears to be: 192.42.116.16

Tudo ok, meu IP foi alterado conforme imagem acima.



Se quiser mais detalhes, vocé pode consultar o Gerenciador de tarefas do Windows e ir

no Monitor de recnursxeas” ee busrciafri gar d4¢ cone
fazendo conforme imagem abaixo.

Nela podemos validar que as conexdes que o Tor Browser esté fazendo, como exemplo

eu faco a verificacdo de dois enderecos Ip.

TCP Connections A
Filtered by tor.exe

Image PID Local Address Local Port Eemote Addrass Eemote Port Packe... Laten..
tor.exe 6756 192.168.1.3 11177 178.62.199.226 443 0 -
tor.exe 6756 192.168.1.3 11176 37.157.195.83 443 0 -
tor.exe 6756 192.168.1.3 11175 158.58.170.6 443 - -
tor.exe 6756 192.168.1.3 11173 171.25.193.9 30 - -
tor.exe 6756 IPvd loopback 11170 IPv4 loopback 11169 - -
tor.exe E756 IPvd loopback 11169 IPv4 loopback 11170 - -
tor.exe 6756 IPvd loopback 9151 IPv4 loopback 11178 - -
tor.exe 6756 IPvd loopback 9151 IPv4 loopback 11168 - -
tor.exe 6756 IPvd loopback 9151 IPv4 loopback 11172 - -
Listening Ports V

IP address 178.62.199.226 |Map - |

Host name  tor-node.rded.nl

N =So|

IP range 178.62.128.0 - 178.62.255.255 CIDR +J Hambb
[+}
ISP Digital Ocean - 1
Organization Digital Ocean Amfgjam fl
Country == Netherlands (ML) Metherlands
. ondon .
Region MNoord-Holland @ et
TUsSSels
City Amsterdam L’L‘ 'EII' : Germ
Belgium
Time zone Europe/Amsterdam , GMT+0100 Yy Francl:du"
: Cae Luxembourg
Local time  00:16:11 (CET) / 2015.12.24 Go ._:;]lp.gmi‘E S Taibe ol st
Postal Code 1000
IP and website location: 37.157.195.83
IP address 37.157.195.83 [ﬁ] Berlin Map -
Host name wedos.nullbyte.me I X
IP range 37.157.192.0 - 37.157.199.255 CIDR + |
ISP WEDOS Internet, a.s. G:.'many
Organization WEDOS Internet, a.s. kfurt
P
Country s Czech Republic (CZ) -
Czech Republic ™
Region ﬂf
City Musich Vienna Slovaki
o @ o
Time zone  Europe/Prague , GMT+0100 s -Budapest
¥
Local time 00:20:49 (CET) / 2015.12.24 (Zmmla W

Boogle, Inst. Geogr. Macional, ORION-ME  Terms of Use
Postal Code



Os ais IBacima apontam para conexdes que sao da rede Onion.

Paa comecar a havegaia Darkweb, vocé pode iniciar usando esses dois links:

Hidden Wiki:

http://zgktlwidfecvo6ri.onion/wiki/indexphp/Main Page

Onion Url Repository:

http://32rfckwuorlf4dlv.onion/

Eles sédo basicamente a porta de entrada para a Deep Web.

e Hidden Wiki x
é The Hidden Wiki

= Recent changes
= Random page
= Rules of the site

with it.

search

=

tools

1. The Matrix - Very nice to read.

2. How to Exit the Matrix - Learn how to Protect yourself and your rights,
online and off.

3. Verifying PGP signatures - A short and simple how-to guide.

4. In Praise Of Hawala - Anonymous informal value transfer system.

Volunteer

St @ = L LS - oktiwidfecvobri.onion/wikifindex.php/Main_Pac - ‘ C?SEGJ’\:J’.' 5
create account 2 login
| page | discussion | | View source | | history
wﬂ“ Main Page
Welcome to The Hidden Wiki New hidden wiki url 2015 Contents ide]
http:/fzqktlwidfecvobri.onion & Add it to bookmarks and spread it!!! ) )
1 Editors picks
o Editor's picks ZUEITEE
navigation 3Introduction Points
= Main page Bored? Pick a random page from the article index and replace one of these slots 4 Financial Senices

5 Commercial Senvices

6 Domain Services

7 Anonymity & Security

8 Hosting / Web /File / Image
9 Blogs / Essays [ Wikis

10 Email f Messaging

11 Social Networks

12 Forums / Boards / Chans

24 Onion Url Repository x

S @~ (€ QI

"C'| Q Search

Main Menu

Onion Url Repository
About this webpage
About Onion routing
Search this website

About Tor Network
About .onion TLD
Login/Register

How to use?

Client side
Client check

Latest: Onion urls

* HANSA Market
« 100x Your Coins in 24h
* Girls Released Porn

Number of visitors

Onion Anonymity

FREEDOMS-OF-SPEETC
ONION-ROUTING
ANONYMITY-ONLINE

Links about or that promote: narcotics, racism and criminal activities generally will be
removed. (Number of hits within parentheses)

Sorry to say both posting URL's and the Forum has been disabled - as bsite is b

ing trolled t

General .onion urls

HAMNSA Market (2392) Girls Released Porn ACAS Market (1218)

(31571) AcropolisMarket (1032)
PythonMarket (49298) 100x Your Coins in ... I want a free business.
(9469) (20644)

QOnion Market (22107) Hidden wiki Gold Jailbait Videos (162343)


http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page

Um detalhe importante, o Tor Browser vai avisar quando precisar de Updates, sempre
mantenha ele atualizado, isso vai evipsoblemascomo falhas de seguranea

impactos na sua privacidade e na sua capacidade de ficar anénimo na Deep Web

O aviso vai aparecer conforme imagem abaixo:

@~

Congratulations!
This browser is configured to use Tor.

Test Tor Network Settings

HOWEVER, this browser is out of date.

Click on the onion and then choose Check for Tor Browser Update.

Para atualizar, basta fazer o mesmo processo, ir no site oficial e fazer downaload
altima verséo.

A saber, TOR quer dizer: “The Onion Router

porque existem varias camadas.
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